Demystifying Pobelka
A technical intelligence report on the Pobelka botnet operation. January 11, 2013

This technical report describes the Pobelka botnet and puts it in the context of global malware operations.
Fox-IT’s InTELL unit provides reports like this on a continuous basis to customers in the financial sector so
they know who’s targeting their online banking systems and can prepare countermeasures. This report is
classified as public.

Key takeaways of the report are:
-

-

The initial Dutch report on Pobelka by Surfright and Digital Investigation presents a good view on
the Pobelka botnet. The report you are reading contains additional technical details on the botnet
and answers some of the questions left by the original report.
This report provides a broader context in the ecosystem of botnets, Trojans, exploit kits, and the
markets where infected computers are traded.
This report details the identity of the people running the Pobelka botnet as well as a description of
the origin of the botnet and the common methods of communication used.
The Pobelka botnet is one of many botnets active in the Netherlands. Unfortunately it’s not an
exceptionally large or influential botnet but rather an average sized one.
The Pobelka botnet is just one of the many examples of how a single individual was able to attack
Internet users for over a year without much resistance. This is a global issue.
The ease at which cybercrime services are available to criminals, makes it trivial for anyone to
start in this business. The potential gains for the criminals are large, with little to no chance of
successful prosecution.

The author of the report is Michael Sandee, Principal Security Analyst at Fox-IT and the Fox-IT InTELL
team.
The intended audience for this report is technically savvy and familiar with botnet analysis and online
banking security.

Introduction
1

Right before Christmas 2012 Surfright and Digital Investigation published their research on Pobelka , a
Citadel Trojan powered operation which was uncovered to be active during a large period of 2012,
targeting Dutch and German Internet users. It includes a detailed analysis on the composition of the
Citadel backend server, such as the origin of the infected systems.
In the aforementioned report it is stated that the primary purpose of the Pobelka botnet was to harvest
sensitive information. This information entails details of internal networks and login data. The results of
these reconnaissance steps could then allegedly be sold off to actors involved in state sponsored
espionage. We are pretty sure that the attackers actually have no direct interest in the type of information
as suggested. It is however interesting to look at the amount and type of data stolen by Trojans such as
Citadel.
We should note that this Pobelka botnet is by far not the biggest botnet in The Netherlands that is
harvesting information. Unfortunately there are also many similarly sized botnets such as the one named
Pobelka.
The reason why Citadel is called a banking Trojan is because of its main purpose, the manipulation of
online banking sessions to assist in making fraudulent transactions. All activity we see from Citadel is
typically geared towards financial fraud, either through manipulation of online bank accounts or stealing of
creditcards. Pobelka was definitely not different in that from other campaigns.
An indication of the fraud focus of Citadel based attacks is the relation of changes in the attack code and
infection campaigns, in case an attack is in a non-working state, the attacker will not invest in large
infection campaigns, this relation makes it clear that the focus is only on the fraud part.
Nonetheless the stolen information is often used in other ways, such as the usage of scraped and grabbed
email addresses for the purpose of spamming. Additionally the most common usage of stolen data is
abusing the stolen account information such as FTP and SSH account data, which is used to login to the
relevant systems and modify any web content found to redirect visitors of the related website to the exploit
kit of the attacker.
Another way stolen data gets used is for scraping credit card track data. This is usually performed at the
point-of-sale (POS) systems in retail stores. These systems run Windows and are thus susceptible to
infection. Card readers of POS systems function as a regular keyboard. Thus the built-in keylogger of
Citadel registers swiped credit cards just as well.
Citadel in this case is only a tool, and since the standardization of the ZeuS webinjects format it actually
means that criminals can freely switch between Trojans that support the webinjects format. Apart from the
variants of ZeuS such as Ice-IX and Citadel, also for example Carberp, SpyEye, Hermes, Gozi and Bugat
are alternatives attackers can utilize. In the case of Pobelka, the Trojan of choice prior to Citadel was
SpyEye, which was ran by the same attacker in the second half of 2011 till February 2012, partially
overlapping the start of the Citadel Pobelka setup. In this article we will dive deeper into the attack codes
used and the relation to the attacker.
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http://www.surfright.nl/en/hitmanpro/pobelka
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Bentpanel
While the aforementioned SpyEye and Citadel instances also used different attack codes against banks,
the majority of the attacks used an attack we named “Bentpanel”. This was purely named based on the
path used by the first related attack detected in The Netherlands in August 2011. There were however
other botnets over time which used the same attack with paths such as “/panel/”, “/duespanel/” and
“/controlpanel/”. Additionally the same attack infrastructure also was used to host attacks against banks in
other countries and appeared to have attacked numerous US banks in the beginning of 2011 and also a
nd
series of online banks in Europe in the 2 half of 2011 and during the course of 2012. The domains used
to communicate to the Bentpanel fraud backend over time, related to this specific Pobelka attack, are
listed below, including which Trojan configuration they were part of.
hxxp://www .touchproofserv .com/bentpanel/ (August, September 2011) (SpyEye)
hxxp://www .securetechanalytics .com/bentpanel/ (September, October, November 2011) (SpyEye)
hxxp://www .securetechicsatcontrol .com/bentpanel/ (November, December 2011) (SpyEye)
hxxp://www .givecheckanon-control .net/bentpanel/ (January 2012) (SpyEye)
hxxp://www .booltingproffilinside .net/bentpanel/ (January, February, March 2012) (SpyEye, Citadel)
hxxp://www .booltithighoffilinside .net/bentpanel/ (March 2012) (Citadel)
hxxp://www .deepdarkwaters .biz/bentpanel/ (April, May 2012) (Citadel)
hxxp://waitawhile .net/bentpanel/ (May, June 2012) (Citadel)
hxxp://taleyzermi .info/bentpanel/ (June, July, August 2012) (Citadel)
hxxp://trikolorhostonliner .net/bentpanel/ (August 2012) (Citadel)

Note that on another vhost there was an additional path “/bentpanel/” homing to the same backend server,
however it was using a different vhost and database backend and also originated from a different botnet.
The actual Bentpanel attack was offered both as a service on a hosted infrastructure, but also was
separately sold as a kit which an attacker could install on his own server. The purpose of the attack is to
allow account hijacking, a technique which is far from new and was used to attack banks using two factor
transaction signing as far back as 2007. These attacks are also being sold as token grabbers which have
additional social engineering functionality to request the two-factor transaction signing codes. While the
fully automated attacks, also often named ATS, were gaining tremendous popularity in the past years, the
attackers have mostly switched to utilizing the manual attacks, this is an inexpensive method for attackers
to hijack accounts and allow for a lot of flexibility to insert transactions, for example executing both
domestic payments and also SEPA and SWIFT international transactions without the need of updating the
webinject code. Additionally in many countries banks are starting to offer services to directly purchase
goods from online shops with guarantee of payment, by purchasing vouchers such as Ukash and
Paysafecard the criminals are able to directly sell off the stolen goods, typically under face value. The
same vouchers are also used by ransomware which has become immensely popular since the end of
2011.
Note that Bentpanel was indeed largely used to execute the manual attack as described above, but it also
had ATS capabilities, the usage in the wild of this capability was however very limited according to our
findings. The amount of money mules (also named drops) configured over time was very low, and we
suspect only during 2 short periods it was used in The Netherlands.
Coming back to the actual Bentpanel attack, the attacker is named “Finist”, who ran both the SpyEye C&C
server and also the Pobelka Citadel server. In the Bentpanel administration interface, called “Bent Admin”,
we can see the jabber address of “Finist” being defined, finist-bnt (at) jabber.cz, which is a specific address
he used for receiving notifications from Bentpanel. These notifications for example include the stolen login
credentials the attacker can use to get access to a victim bank account.
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This instance of Bentpanel also had a help page which explains the various controls and how to use the
administration interface and various settings. In contrary to the administration page, the help page is
mainly in Cyrillic, hinting towards the origin of the author and users of this attack code.
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SpyEye
The first attacks using Bentpanel in The Netherlands originate from a SpyEye Trojan ran by the identity
“Finist” as found earlier. The main SpyEye server was located at “dongdog .ru”, which had many infections
from The Netherlands at the time. Note that it had numerous backup domains and new instances over
time. Until October 2011 the amount of infections was relatively modest, with a little over 2000 infected
systems from the Netherlands. As can be seen from the full statistic tab in the SpyEye C&C server, the first
th
bot checked in on the 10 of August 2011, during 2 months the total amount of bots is 7846, with around
30% of the systems originating from The Netherlands.

The question as to how infections are targeted specifically at countries is easy to answer, by using the
various underground services it is possible to buy infections or traffic (visitors) for a specific country or set
of countries. In this specific case a traffic shop named Iframeshop was used, which served as a traffic
exchange platform where members could buy and sell off surplus traffic. This traffic was generated by
placing a specifically crafted script which pointed to the Iframeshop traffic distribution system on a website.
This could be a compromised site, but also a site setup with malicious intent and pushed into high search
engine ranking by the use of black SEO tricks.
During 2011 the prices of traffic originating from The Netherlands were quite high due to high demand, the
cost of operating and specifically infecting systems in The Netherlands were quite high. This however did
not stop Finist from continuously buying traffic.

6

Finist at this point bought both traffic for The Netherlands at 18USD per 1000 visitors, and Sweden at
8USD per 1000 visitors. The URL to the Blackhole exploit kit is also shown, both the Dutch and Swedish
traffic was pushed to the same exploit kit. In the screenshot below you can also see that the blackhole
exploit kit was actively advertising for the iframeshop service.
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The exploit kit received a continuous stream of traffic and was continuously infecting systems with SpyEye.
Almost 11% of all visiting systems, total based on unique IP, actually retrieved the payload executable,
which amounted to well over 10.000 systems during the period shown. The SpyEye binary was also
regularly updated with a recrypted version to evade detection and removal by popular anti-virus products.
Finist also used the most popular service for anti-virus detection verification in the underground, scan4you,
to verify both the malware executables as well as the urls and domains to exploit kits and the C&C servers
he used.
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On Scan4you it is also interesting that they advertise for a large amount of underground crime services,
including SollHost, which was one of the bulletproof hosting services used by Finist regularly for servers
related to both malware components and the financial fraud. The financial fraud part are for example the
systems used for phishing creditcards and storing stolen online banking credentials and the associated
control panels to manage the money mules, typically these are systems linked to from within the Trojan
configuration.

Switch to Citadel
As since October 2011 no updates were released for SpyEye and also no official support was available for
the Trojan, most of the users of SpyEye started to look for alternative Trojans, which were at the time ZeuS
variants, but also the Trojan named Hermes became suddenly very popular. Finist however chose the
Citadel Trojan which appeared in the underground in December 2011, and they had setup the Citadel C&C
server in January 2012. However the SpyEye installation was still being used until February 2012. The
Citadel C&C server backend, to which the domain pobelka .com pointed, was actually located in The
Netherlands at the hoster named NetRouting.
Regarding the Citadel variations there were a number of campaigns, in the earlier published analysis these
are described by their name: “Mandarinas”, “Lime”, “Mango” and “Pepper”. Additionally there is one more
campaign which was active in early 2012, that was “Oranges”. In the Citadel control panel in the beginning
of 2012, the bots originating country was actually misinterpreted, as the X-Originating-IP used to represent
the bot’s original IP address by the proxy, was not set correctly. The source country was thus
misrepresented by the location of the proxy, which were mainly located in Eastern Europe.
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On the 10 of February the “mango” Citadel was spread via the Blackhole exploit kit using the domain
“bestviagra .in”. The amount of systems during the period covered that retrieved the Citadel Trojan and
was thus successfully exploited is over 40.000, of which over half originated from Germany and over a
quarter originated from The Netherlands.
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It is interesting to see the source of infections, apart from the typical targets Germany and The
Netherlands, there is also the US (United States) and AE (United Arab Emirates), which are unusual
targets for this campaign. However since this attacker or group of attackers also specialized in voucher
fraud, such as the Paysafecard and Ukash vouchers, it is possible that the attacks launched against users
in AE were also related to vouchers. One voucher type named CashU seems to be popular in that region.
The underground shops which specialize in cashing out Paysafecard and Ukash also allow cashing out
CashU vouchers, an example of such a shop is Prepaidex. Prepaidex and other similar exchange sites sell
vouchers below face value, which could be used to purchase various services including for example
servers and domains that could be used to host exploit kits, which are typically short lived. The vouchers
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that are being sold are typically obtained using fraudulent activity such as banking malware, but also
ransomware. As seen in below advertisement Prepaidex allowed selling of various vouchers in exchange
for Liberty Reserve of Webmoney as online currency.

The name Pobelka
There is a little controversy regarding the name Pobelka and its meaning. The Russian word “Pobelka”
actually has no meaning in Russian, both in the official language or in underground slang, regarding
financial fraud. The author of the original Pobelka article appears has made creative use of Google
Translate by using the phonetic typing function and choosing the suggested word in Russian language, it
will be translated into the word “Whitewash” in English.

While “Whitewash” does not mean anything related to money laundering in English, literally translating it to
Dutch, “Witwassen”, it does mean money laundering, however this is assumed only by accident and has
no relation to the original meaning of the word Pobelka in Russian as suggested.

Infection campaigns
In the original Pobelka article a number of infection campaigns are mentioned, the campaigns are listed
with the explicit note that the author does not know if they are actually related, but seemingly that the
timing coincides with a peak in the number of bots checking into the Citadel C&C server. We made an
analysis of the list and show which malware the various infection campaigns are related to:
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The large news site Nu.nl was compromised and in the afternoon of the 14 of March 2012 it sent visitors
to an exploit kit which attempted to infect the systems with smoke loader, the smoke loader in turn
attempted to install Sinowal/Torpig (banking malware) on the system, we have blogged about this incident
here: http://blog.fox-it.com/2012/03/16/post-mortem-report-on-the-sinowallnu-nl-incident/. The infection
th
campaign involving the site deparade.nl was actually on the 18 of June 2012 and also infected systems
with Sinowal/Torpig.
Visiting the site beslist.nl in the second half of August 2012 led to a Citadel malware infection which was
the variant described here: http://securityblog.s21sec.com/2012/10/sopelka-botnet-three-bankingtrojans.html.
th

Additionally visiting the site of Omroep West on the 16 of August 2012 led to an infection with the Hermes
banking malware, the same variant which was spread by Dorifel a week earlier. In contrary to what the
Pobelka article suggests, the Dorifel trojan was not spread by the Pobelka Citadel, but by a different
Citadel. More on that later in this article.
The infection campaigns which did spread variants of the Pobelka Citadel were Omroep Zeeland on the
th
29 of March 2012, with the Lime Citadel variant with Citadel version 1.3.3.3, Weeronline.nl in the first half
of June 2012 with the Lime Citadel variant with Citadel version 1.3.4.0. Additionally the Telegraaf.nl
campaign was spreading several Citadel variants over time and also other not direct financial fraud related
malware. The exploit kit appeared to be Redkit which skims a percentage of the infections from its
members and installs pay per install malware on those, however we cannot explain why two different
Citadels were spread in the same campaign, the only reasonable explanation was that it was an
outsourced infection campaign.
The following C&C domains and paths are examples of actual active C&C paths in 2012 of the Pobelka
Citadel.
hxxp://kvaskirogas .ru/lime/tuktuk.php
hxxp://lokaltriper .ru/lime/tuktuk.php
hxxp://krugvkube .ru/pepper/disney.php
hxxp://electricityrobot .ru/mango/tuktuk.php
hxxp://securenetsolutions .ru/mango/tuktuk.php
hxxp://securenetsolutions .ru/oranges/tuktuk.php
hxxp://secureserfingnet .ru/mandarinas/vrata.php

Dorifel connection
th

Based on the sudden drop in systems connecting to the C&C server of Pobelka in the days before the 9
th
of August 2012 and the number of systems connecting on the 9 of August 2012 as compared to the
number of systems which were connecting to the Dorifel C&C server, the assumption is made that they
are related. We actually wrote a blog about Dorifel here, http://blog.fox-it.com/2012/08/09/xdoccryptdorifelth
document-encrypting-and-network-spreading-virus/, on the 9 of August 2012, but Dorifel itself was spread
th
on the 8 of August 2012 at which time the Pobelka Citadel was down according to the report, which
makes it very unlikely they had any relationship. Additionally during our analysis of Dorifel we received
information that the Citadel spreading Dorifel was using the following Citadel C&C:
hxxp://windows-update-server .com/ver/ajax.php
This Citadel was different from Pobelka and actually was using a backend server in Ukraine rather than
The Netherlands.
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Creditcard phishing
The attack using the domain securehomserv .com described in the original Pobelka article, is attempting to
phish creditcard details using the websites Ebay, Amazon, Facebook and Paypal. The analysis mentions
th
the domain was locked on the 17 of February 2012, however this was the day the domain was created
and was actually online for a long time. This creditcard phishing attack code was active during the summer
of 2012, and by the end of July 2012 it had logged 108 records with full creditcard details which could be
used for CNP payments, such as renting servers or registering domains. Finist was also active on various
creditcard dump sites where he used to purchase card details from other criminals to use for fraudulent
purchases.
The inject code and corresponding server side panel of this creditcard phishing attack was created by
someone named Symlink.
The domain securehomserv .com was also used on an attack on German banks in the first half of 2012
using an automated attack which listed mostly Greek SEPA mules.
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Finist requesting money mules
During our underground research we found references to Finist requesting money mules for usage with
Dutch and German bank accounts, he requested both Dutch mules and also mules in other countries
which he could transfer to from Dutch accounts. Another actor named Grom made a request on Finist
behalf, because Finist was not yet a member of this forum.

Later Finist himself was invited into the forum, which shows the people who vouched for Finist, and also
his purpose to get into the forum, which is obtaining money mules, also known as drops, and buying traffic
to redirect to his exploit kit.
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Later he publicly asked for money mules several times:

Lately we have not observed any activity directly tied to Finist, however he is still active on Jabber so
possibly he has found himself some new targets to attack. For well over a year however he has attacked
Dutch Internet users, but with him are many others, and this problem not only exists in The Netherlands,
but is active globally and is growing at an exponential rate. The ease at which cybercrime services are
available to criminals, makes it trivial for anyone to start in this business, and the potential gains for the
criminals are large, with little to no chance of successful prosecution. So without a doubt 2013 is going to
be another year full of banking malware botnets and other nasty threats.
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