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the origin of the botnet and the common methods of communication used.

- The Pobelka botnet is one of many botnets active in the Netherlands. Unfortunatelyi t 6 s not an
exceptionally large or influential botnet but rather an average sized one.

- The Pobelka botnet is just one of the many examples of how a single individual was able to attack
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- The ease at which cybercrime services are available to criminals, makes it trivial for anyone to
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Introduction

Right before Christmas 2012 Surfright and Digital Investigation published their research on Pobelka', a
Citadel Trojan powered operation which was uncovered to be active during a large period of 2012,
targeting Dutch and German Internet users. It includes a detailed analysis on the composition of the
Citadel backend server, such as the origin of the infected systems.

In the aforementioned report it is stated that the primary purpose of the Pobelka botnet was to harvest
sensitive information. This information entails details of internal networks and login data. The results of
these reconnaissance steps could then allegedly be sold off to actors involved in state sponsored
espionage. We are pretty sure that the attackers actually have no direct interest in the type of information
as suggested. It is however interesting to look at the amount and type of data stolen by Trojans such as
Citadel.

We should note that this Pobelka botnet is by far not the biggest botnet in The Netherlands that is
harvesting information. Unfortunately there are also many similarly sized botnets such as the one named
Pobelka.

The reason why Citadel is called a banking Trojan is because of its main purpose, the manipulation of
online banking sessions to assist in making fraudulent transactions. All activity we see from Citadel is
typically geared towards financial fraud, either through manipulation of online bank accounts or stealing of
creditcards. Pobelka was definitely not different in that from other campaigns.

An indication of the fraud focus of Citadel based attacks is the relation of changes in the attack code and
infection campaigns, in case an attack is in a non-working state, the attacker will not invest in large
infection campaigns, this relation makes it clear that the focus is only on the fraud part.

Nonetheless the stolen information is often used in other ways, such as the usage of scraped and grabbed
email addresses for the purpose of spamming. Additionally the most common usage of stolen data is
abusing the stolen account information such as FTP and SSH account data, which is used to login to the
relevant systems and modify any web content found to redirect visitors of the related website to the exploit
kit of the attacker.

Another way stolen data gets used is for scraping credit card track data. This is usually performed at the
point-of-sale (POS) systems in retail stores. These systems run Windows and are thus susceptible to
infection. Card readers of POS systems function as a regular keyboard. Thus the built-in keylogger of
Citadel registers swiped credit cards just as well.

Citadel in this case is only a tool, and since the standardization of the ZeuS webinjects format it actually
means that criminals can freely switch between Trojans that support the webinjects format. Apart from the
variants of ZeuS such as Ice-I1X and Citadel, also for example Carberp, SpyEye, Hermes, Gozi and Bugat
are alternatives attackers can utilize. In the case of Pobelka, the Trojan of choice prior to Citadel was
SpyEye, which was ran by the same attacker in the second half of 2011 till February 2012, partially
overlapping the start of the Citadel Pobelka setup. In this article we will dive deeper into the attack codes
used and the relation to the attacker.

! http://www.surfright.nl/en/hitmanpro/pobelka



Bentpanel

While the aforementioned SpyEye and Citadel instances also used different attack codes against banks,

the majority of the attacks used an attack we named fABe
path used by the first related attack detected in The Netherlands in August 2011. There were however

other botnets over time which used the same attack with
i/ control panel/ 6. Additionally the same attack infrastr.|
other countries and appeared to have attacked numerous US banks in the beginning of 2011 and also a

series of online banks in Europe in the 2™ half of 2011 and during the course of 2012. The domains used

to communicate to the Bentpanel fraud backend over time, related to this specific Pobelka attack, are

listed below, including which Trojan configuration they were part of.

hxxp://www .touchproofserv .com/bentpanel/ (August, September 2011) (SpyEye)

hxxp://www .securetechanalytics .com/bentpanel/ (September, October, November 2011) (SpyEye)
hxxp://www .securetechicsatcontrol .com/bentpanel/ (November, December 2011) (SpyEye)

hxxp://www .givecheckanon - control .net/bentpanel/ (January 2012) (SpyEye)

hxxp://www .booltingproffilinside .net/bentpanel/ ( January, February , March 2012) (SpyEye, Citadel)
hxxp://www .booltithighoffilinside .net/bentpanel/ (March 2012) (Citadel)

hxxp://www .deepdarkwaters .biz/bentpanel/ (April, May 2012) (Citadel)

hxxp://waitawhile .net/bentpanel/ (May, June 2012) (Citadel)

hxxp://taleyzermi .info/bentpanel/ (June, July, August 2012) (Citadel)

hxxp://trikolorhostonliner .net/bentpanel/ (August 2012) (Citadel)

Note that on another vhost there was an additional path
however it was using a different vhost and database backend and also originated from a different botnet.

The actual Bentpanel attack was offered both as a service on a hosted infrastructure, but also was
separately sold as a kit which an attacker could install on his own server. The purpose of the attack is to
allow account hijacking, a technique which is far from new and was used to attack banks using two factor
transaction signing as far back as 2007. These attacks are also being sold as token grabbers which have
additional social engineering functionality to request the two-factor transaction signing codes. While the
fully automated attacks, also often named ATS, were gaining tremendous popularity in the past years, the
attackers have mostly switched to utilizing the manual attacks, this is an inexpensive method for attackers
to hijack accounts and allow for a lot of flexibility to insert transactions, for example executing both
domestic payments and also SEPA and SWIFT international transactions without the need of updating the
webinject code. Additionally in many countries banks are starting to offer services to directly purchase
goods from online shops with guarantee of payment, by purchasing vouchers such as Ukash and
Paysafecard the criminals are able to directly sell off the stolen goods, typically under face value. The
same vouchers are also used by ransomware which has become immensely popular since the end of
2011.

Note that Bentpanel was indeed largely used to execute the manual attack as described above, but it also
had ATS capabilities, the usage in the wild of this capability was however very limited according to our
findings. The amount of money mules (also named drops) configured over time was very low, and we
suspect only during 2 short periods it was used in The Netherlands.

Coming back to the actualBe nt pan el attack, the attackte¢eSpysgeQE@ med AFi n
server and also the Pobelka Citadel server.IntheBe nt panel administration interfac:e
we canseethejabber address of A Fi nibet(at jabdba.czowdichdseafspecifie atidress i ni s t

he used for receiving notifications from Bentpanel. These notifications for example include the stolen login

credentials the attacker can use to get access to a victim bank account.
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A
Current time :: 04:20:45 Bank ::
Options || User Agent || Help

BotAdmin
Netherlands Sender Pass Sender Jid Reciever Jid Reciever Jid 2 Default status
a‘g’zﬂ — ———— — | [finist-bnt@jabber 2 [ [
DropAdmin Sender Pass Sender Jid Reciever Jid Reciever Jid 2 Send percent
Netherlands | eueG—s — t— | [s0
BentAdmin Pass Display Bot Limit
| — [50

BotAdmin oOn |~ DropAdmin on |~
This instance of Bentpanel also had a help page which explains the various controls and how to use the

administration interface and various settings. In contrary to the administration page, the help page is
mainly in Cyrillic, hinting towards the origin of the author and users of this attack code.



Statuses

0 - IpH JIOTHHE B OKHE 0TOGpa)asTCA NTPOLECC OXKHMAGHHA B TEUEHHH 5TH MHHYT

1 - 3aMpalIHBasTCa TOKEH

2 - 3aIpallHBaeTCA TOKSH

5 - IpH JIOTHHE B OKHe 0ToBpamasTcs NPOLEce OXKHUAaHHA B TEUEHHH 15TH CeKYHA
999 - BIOKHPOBKA [OCTYIIA

ecqH cTaTyc O He MeHfTh (K [IPHMepPyY BH He 33 KOMIIOM) TO MpoXJaB 5Tk MHHYT,
GOT CMOXET 3aJIOTHHHTCH M ¥ HEro BHCTABHTCA CTATyC 5

ITpH CMeHe co cTaTyca ¢ O Ha 1 3aMpaliuBasTcd TOKSH MOMEHTAJIBHO,

€CJIH CTATyC € 1 HK Ha KaKOH He MeHATE Yepe3 5T MHHYT 3allpalllMBAeTCA TOKEH MOBTOPHO

ITPH TIOJFYEHHH TOKEHA, CMSHHB CTaTyc © 1 Ha 2 MOMEHTAJIEHO 3aNpalllHBasTCA TOKEH MOMEHTANBHO (TaK e IIpH cMeHe ¢ 2 Ha 1)
€CJIH CTATYC € 2 HK Ha KaKOH He MeHATE Yepe3 5T MHHYT 3allpalllMBAE€TCA TOKEH MOBTOPHO

[pM CMeHe cTaTyca Ha 999 BIoRHpYeTes BXO.

cTaTyc 5 CTaBHTCA TEM [ICNIb30BaTellAM, ¥ KOTOPHX CTOAJ cTaTyc O H OHHM [MPoXdaB 5 MHHYT OMalld Ha CaHT.

Options

Sender Pass - moposnb ®abe OTIIPABHTENS

Sender Jid - xkaba oTIpaBUTENd (e8 HYXHO 3apeTaTh TIe YroJHo)

BentAdmin Pass - IOpPoJis OT aIMUHKH

Reciever Jid - To#t xabep (xabep KOTOPHHE BYIET NPUHUMATE cooBUIeHHA ¢ Kabepa
Display Bot Limit - konuuectso 60ToB oToBpa®aeMbX B CrIMcKe G0TOB K Kam oMy DaHKy
Deafault status - cTaTyc No yMONUAHHIO (€CHH yexan Ha JOJNIo Nydlle MOCTABHTE CTATyC 5)

Bot List

BotIp - IP Bota

Time - Bpem#a/gaTa nocrneqHero 3axofa

Status - cTatyc BoTta

Query - 3ampoc (4To 3aBMpaliHeaTs y GoTa mpu cratycax 1, 2)

Min value - MHHHMANLHOE KOJI-BO CHMBOJIOB 3aNpoca

Max Value - MaKCHMaJIbHO® KOJI-B0 CHMEOQJIOB 3ampoca

Reservel - pe3epE (He HCTIONL3YeTCH)

Reserve2 - pe3epE (He HCNONb3yeTCH)

Comment - TOMOIHUTENLHEH KOMEHTapHHA (cooblieHHe KoTopoe Gyaer BHAHO BOTY MPpH cTatyce 999, HampHMep : "TenedoH cynnopTa +555 55555")
Color - LUBeT (Mcrone3yercs s cebd, uTeb Mpollle BEIIC OpeHTHPOBaThCA B BoTax)

Own Comment - CBOH KOMEHTapHH (MCTIONB3KETCH st cebi KAk NMaMsTKH, K IpHMepy: 3aTMcHBaTs GanaHc)
Action - coxpaHHTh H3MEHEHHH JUIA KOHKpeTHoro 6oTta

Show actions

Search Bot by Ip - mowck 1o crycky 60TOB C HYXKHEM [P

Status - MOKCK M0 CNyCcKy BOTOB ¢ HYKHEM CTATYCOM

Own Comment - MoKCK Mo cIIycKy G0TOR ¢ ONpsfen&HHOH NOMeTKOH and cebs (110 nosiro Own Comment)
KHOMKa Search - OCYIIeCTENAST [IOHCK

Lags for bank.. - nor gybnupyeTcs 4to GHIIO OTOCNAHO B XKabKep MonyJaTens

kKHOMKa Delete Text Log - OUHCTUTE TEKCTOBHE JIOTH [aHHOTO DaHKa

gHonka Delete User Agent Log - ouncTHUTE nor KD 3ep Arexta

kHOMKa Delete SQL Logs - OUMCTHTh CITHCOK BOTOB

KHomnka Delete All Logs - OUMCTUTL TEKCTOBHE NOTH JaHHOTo BaHka, mor KD 3ep AreHTa W CIiHCoX BOTOB.

KHomnka Delete Bot By Status - ynanute u3 cnvcka 60TOB Tex BOTOB, ¥ KOTOPHX ONPeNen&HuL # cTaTyc
kHomnka Delete Bot By Comment - yoanuTe U3 crrcka BoTOB Tex BOTOB, ¥ KOTOPHX OMpefeNéHHLI CBOH KoMeHTapkA (Own Comment)

kHonka Enable/Disable Jabber - BRUIIOYaeT M BEIKJIIOUAST OTCHJIKY DaHHOro DaHka B xkabbep, npu nonoxeHHH O y HOBHX BOTOB faHHOrO 6aHKa aBTOMATHUECKH
CT&BHTCH CTaTyC 5



SpyEye

The first attacks using Bentpanel in The Netherlands originate from a SpyEye Trojan ran by the identity
The mai m, wkighyad ymany isfectionse r
from The Netherlands at the time. Note that it had numerous backup domains and new instances over

time. Until October 2011 the amount of infections was relatively modest, with a little over 2000 infected
systems from the Netherlands. As can be seen from the full statistic tab in the SpyEye C&C server, the first
bot checked in on the 10" of August 2011, during 2 months the total amount of bots is 7846, with around
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The question as to how infections are targeted specifically at countries is easy to answer, by using the
various underground services it is possible to buy infections or traffic (visitors) for a specific country or set
of countries. In this specific case a traffic shop named Iframeshop was used, which served as a traffic
exchange platform where members could buy and sell off surplus traffic. This traffic was generated by
placing a specifically crafted script which pointed to the Iframeshop traffic distribution system on a website.
This could be a compromised site, but also a site setup with malicious intent and pushed into high search

engine ranking by the use of black SEO tricks.

During 2011 the prices of traffic originating from The Netherlands were quite high due to high demand, the
cost of operating and specifically infecting systems in The Netherlands were quite high. This however did

not stop Finist from continuously buying traffic.

wa s



STATISTICS | MY PROFILE EXIT §

NEWS BALANCE | BUYTRAFFIC | SELL TRAFFIC
Banauc: 58793

valfa
Ecnu xaxoro-1o Tpada, xoropsii Bam HyXeH - Mano, CTYKHHTe B CANNOPT.

CpeaHsia ueHa 1k: 6.043 Tpacbuka cerogus: 262517 Tpacbuka suepa: 442138  Lloxoas/Pacxoas!
Mocrapaemcs BafiT.

3axasars rpadpdux
3axasarh maxer crpanm

Crarmcruxa moxynxs rpacpuxa

Bcero saxasaso Ilema $/k  Bcero nocrasneso Ha cymmy Play/Pause Delete

Name URL URL? Crpana

SE20 (@] hupi/ibeaeofcake.infmai... pas /] Sweden 20000 s 12701 101.608% Pause Delete
NL10 = httpipeaseofeake.inmai... peg; ©  Netherlnds 10000 18 8118 1461248 Pause Delete
Total: 30000 20819 247.7328

Crarscruxa » peassuom spemenn

UNDER CONSTRUCT\ON

Ocmosmoft: 640873648 Tex.cymmopr: 601822945
Jabber: iframeshop @darkdna.net

Copyright © 2011 rameshop.net
All rights reserved

Finist at this point bought both traffic for The Netherlands at 18USD per 1000 visitors, and Sweden at
8USD per 1000 visitors. The URL to the Blackhole exploit kit is also shown, both the Dutch and Swedish
traffic was pushed to the same exploit kit. In the screenshot below you can also see that the blackhole

exploit kit was actively advertising for the iframeshop service.
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The exploit kit received a continuous stream of traffic and was continuously infecting systems with SpyEye.
Almost 11% of all visiting systems, total based on unique IP, actually retrieved the payload executable,
which amounted to well over 10.000 systems during the period shown. The SpyEye binary was also
regularly updated with a recrypted version to evade detection and removal by popular anti-virus products.
Finist also used the most popular service for anti-virus detection verification in the underground, scan4you,
to verify both the malware executables as well as the urls and domains to exploit kits and the C&C servers

he used.
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Your Profile

Your Profile ID : 7579

Profile info:

YourlID: 7579

Your Token from API: ch415fc18d72a436735¢c Name: finist
0.10%
Name : finist Amount:
(add)
. Per month
Amount : 0.10% (add) Contract: |
(change)

Contract : Per month

(change)

Password : (change)

Clear history automaticly after (after
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Save |

Disable File checking Engine

[ adware- Ad-Aware

[ arca- Arcavir

[ avasts- Avast s

D avi - AVG Free

[ avira - Antivir (Avira)

[ bit- BitDefender

0 pull- Bullouard

D buster - VirusBuster Internet Security
[ clam- clam antivirus

[ comodo- COMODO Internet Security
[ drweh- Dr.web

[ etrust- eTrust-vet

Disable IP/Dmain checking Engine
[ abuseat - abuseat. org

[ avasts- Avast s

D avig - AVG Free

[ block - DNS Elocked Domain

[ comeda- Comado

[ drweh- Dr.web

[ - Firefox Phishing and Malware
Protection

O google - Google Safe Browsing

[ avant- hpHosts

[ ies- IES Security Filter

k7 - K7 Ultimate

SOLLHOST
ABUSE'IMMUNITY
HOSTING SERVICE



On Scandyou it is also interesting that they advertise for a large amount of underground crime services,
including SollHost, which was one of the bulletproof hosting services used by Finist regularly for servers
related to both malware components and the financial fraud. The financial fraud part are for example the
systems used for phishing creditcards and storing stolen online banking credentials and the associated
control panels to manage the money mules, typically these are systems linked to from within the Trojan
configuration.

Switch to Citadel

As since October 2011 no updates were released for SpyEye and also no official support was available for
the Trojan, most of the users of SpyEye started to look for alternative Trojans, which were at the time ZeuS
variants, but also the Trojan named Hermes became suddenly very popular. Finist however chose the
Citadel Trojan which appeared in the underground in December 2011, and they had setup the Citadel C&C
server in January 2012. However the SpyEye installation was still being used until February 2012. The
Citadel C&C server backend, to which the domain pobelka .com pointed, was actually located in The
Netherlands at the hoster named NetRouting.

Regarding the Citadel variations there were a number of campaigns, in the earlier published analysis these

are descri bed May dtalr é intrasrog mdi:Lifmedo, f@AMangoo and fAPeppero.
campaign which was active in early 2012, that was AOran
of 2012, the bots originating country was actually misinterpreted, as the X-Originating-IP used to represent

the botd seriginal IP address by the proxy, was not set correctly. The source country was thus

misrepresented by the location of the proxy, which were mainly located in Eastern Europe.
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Information:

Current user NN
GMT date: 10.02.2012
GMT time

Statistics:

@ Bots

[ scripts

Reports:

I Search in database
% Searchinfiles

7 Jabber notifier

System:

) Infarmation
4 Options
L User

24 Users
Logout

Onthe 10" o f
fibestvi

R Citade”i\‘ CP :: Summary statistics

Universal Spyware System

Information

Total reports in database:
Time of first activity:

Total bots:

Total active bots in 24 hours:

Minimal version of bot;

Maximal version of bot:

16986923

02.02.2012
1848116

16 862

7212%
12161

1240
1240

FebruargotBiet dadhahgwas
agra .ino. The amount

5281
2571
1782
1551
1239

spread vi
of systems

a

— Empty -

t he
dur i

Bl
ng

was thus successfully exploited is over 40.000, of which over half originated from Germany and over a
quarter originated from The Netherlands.
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It is interesting to see the source of infections, apart from the typical targets Germany and The
Netherlands, there is also the US (United States) and AE (United Arab Emirates), which are unusual
targets for this campaign. However since this attacker or group of attackers also specialized in voucher
fraud, such as the Paysafecard and Ukash vouchers, it is possible that the attacks launched against users
in AE were also related to vouchers. One voucher type named CashU seems to be popular in that region.
The underground shops which specialize in cashing out Paysafecard and Ukash also allow cashing out
CashU vouchers, an example of such a shop is Prepaidex. Prepaidex and other similar exchange sites sell
vouchers below face value, which could be used to purchase various services including for example
servers and domains that could be used to host exploit kits, which are typically short lived. The vouchers
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